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1. O0mHe MON0KEHHSA

Hacrosawas [Tonutuka 06paboTku U 3a1{HUThI

NEePCOHATBHBIX NAHHBIX (nanee
«IMonuTHKA») oONEpaTopa MEePCOHANBHBIX
JOAHHBIX — MOCKOBCKOE MpeaCTAaBHTENbCTBO
KOMIaHHUH "UITCEH

(OPAHLIMSA) (manee
«IIpencTaBHTENBCTBOY), MECTO HAXOXKICHHS:

109147, ropon Mocksa, TaraHckas ynuua, |

J0M 17-23, onpeaenser

OAPMA" |

H

OCHOBHBIC |

TIPUHLIMINEL, NOPANOK W ycloBusA 06paboTKu |

NepcOHANbHBIX AaHHBIX (nanee — «I1JAH»),
TpeboBaHua k 3amure [IJH, a Takxke
OCHOBHEIE IpaBa M 00A3aHHOCTH CYOBEKTOB
I1/11 u onepatopa [1/IH.

Hacrosimas ITonuTHka ABNAETCA OCHOBHBIM |
PYKOBOOALIHM JIOKAJIbLHBIM HOPMAaTHUBHBIM |
aKTOM ﬂpeﬂcrasmenbcma, ONpeacIArOLIUM |

TpeboBaHMA B OTHOLIEHUH 0OpaboTku u
saiuThl [1JIH.

IpuHUHNBI 00padOTKH MePCOHANBHBIX
AAHHBIX

Obpabotka  T1/In
ocyluecTBnsieTcss B

[TpencTaBHUTENIECTBOM |
COOTBETCTBHH  C |

1.1.

1. General provisions

This Policy for the processing and protection
of personal data (the “Policy”) drafted by the
personal data operator, i.e. Moscow
representative office of IPSEN PHARMA
company (FRANCE) (the “Representative
office ) at: 109147, Moscow city,
Taganskaya street, building 17-23, defines the
basic principles, procedure and conditions for
processing personal data (the “PD”), the
requirements for protecting the PD and the
main rules and obligations of personal data
subjects and of the PD operator.

This Policy is the Representative office ’s
principal internal guide that defines the
requirements for processing and protecting
the PD.

Principles of processing personal data

The Representative office processes the PD
in accordance with the following principles:
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MNPHHLHNIAMHA:

3aKOHHOCTH M CIIpaBeJIMBOCTH Lened H
cnoco6or obpabdotku [1/1H;

orpaHuueHus 00pabotku [1J[H nocTkeHHeM

KOHKPETHBIX, 3apaHee ONpeleNeHHBIX M
3aKOHHBIX LENek;

HenomyiueHuss oObenuHeHHs 0a3 MaHHBIX,
comepxamux [1/lH, oOpaboTka KOTOPBIX |
OCYLUECTBIACTCA B LEAX, HECOBMECTHMBIX |

Mexay coboii;
COOTBETCTBMA 00BEMa H
obpabareiBaeMeix [1/[H uensM o6paboTku
RPILH

HenomycTumocTu obpabotku I1[IH, koTopas

COACPKaHHA |

MOXET ObITh HECOBMECTHMA C LENIAMHU 060]33 |

TTT;

obecrieyeHHA TOYHOCTH I JH, UX
JIOCTaTOYHOCTH, 2 B HEOOXOIMMBIX CIy4asx
aktyanbHocTH [IIJIH  nna  uene  ux |
06paboTky; '

xpanenus [1JIH B dopme, nossonsoweii |
onpenenuts cyobekTa [11[H, He nonblle, YeM |

3Toro TpedyroT uenu obpabotku I1/1H.

Henan 00paGoTKH NEPCOHANBHBIX JAHHBIX |

[peacTaBuTENBLCTBO
obpabotky I1/IH B cnenyromux Lenax:

MCTONTHEHHUA NpaB M 00s3aHHOCTER CTOpPOH
TPYAOBBIX OTHOILEHHI;

OCYUECTBIACT |

MHGDOPMALIMOHHOTO Ofecneyenns TPyaoBoi |

JACATCJIBHOCTH paGOTHHKa;

obecrieueHHs] OpraHM3allMil W peaTH3alny
eIHHBIX BHYTPUIPYIINOBBIX

O6H3HeC- |

npoueccoB rpynnsl komnanuit MIICEH B |

OTHOIUEHHWH pa6OTHHKOB;

opraHMsalMu MapKETHHTOBBIX H
COLIMANIBHBIX AKTHBHOCTEMN paﬁOTHHKOB;

paccMOTpeHus BO3MOXHOCTH
TPYIOYCTpOIiCTBa KAHOUOATOB;
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purposes and methods for processing the PD
are legitimate and fair;

processing of the PD is limited to achieving
specific and lawful purposes set in advance;

it is not permitted to combine the databases
which contain the PD processed for mutually
incompatible purposes;

the volume and content of the processed PD
correspond to the purposes for processing the
PD;

it is not permitted to process the PD where
such processing is incompatible with the
purposes for which the PD was collected;

it must be ensured that the PD is accurate,
sufficient and, where necessary, updated for
the purposes of processing the PD;

the PD is stored in a format allowing for a
personal data subject to be determined but not
for a longer period than required for the
purposes of processing the PD.

Purposes of processing personal data

The Representative office processes the PD
for the following purposes:

to ensure performance of rights and
obligations by the parties to employment
relationships;

to ensure information support of an
employee’s labour activity;

to ensure that unified internal business
processes are arranged and implemented with
respect to employees within the IPSEN
Group;

to organize the employees’ marketing and
social activities;

to consider the possibility of employment of
candidates;



OCYILIECTBJICHHUA H BBIMONNHEHHA

BO3NIOMKEHHBIX 3aKkoHoAaTenscTeoM PO o |

MeXIyHApOAHbIMH [oropopaMu P® Ha

paforomatens QyHKUHUHA, MOMTHOMOYMH H |
obszaHHOCTEl B OTHOLIEHHH POJICTBEHHHKOB |

pabOTHUKOB,;

NpeAoCTaABIEHHS POICTBEHHHKAM
pabOTHHKOB JIBFOT ¥ KOMIIEHCALHH;

0(OPMIEHNA MHUTPAUHOHHBIX H BBIC3JHBIX

JOKYMEHTOB /A4 BbI€3da 3a py6e>|< HIH |

Bhe3na Ha Tepputopuro  Poccufickofi

Qenepauuy, COOEHCTBHA B BHINOTHEHHH |
HHBIX TpeGoBaHuii MUTPaILHOHHOTO |
3aKOHOJATeNbCTRA POACTBEHHHKAMH |
PabOTHHKOB;

CBA3M B  JKCTPEHHBIX  CHTYalLMsAX ¢

pPOACTBEHHHKaMH pabOTHHUKOB;

OpraHM3aluy KOPIOPaTUBHBIX MEPOTIPHATHH
B OTHOLLEHWM POJACTBEHHHKOB pabOTHHKOB,
BKJIFOYas NMpeJoCcTaBlIEHHE NOJAPKOB AETAM;

OCYLUECTBJICHHUA H

BBITIOMHEHHA |

BO3JIOXKEHHBIX 3aKoHodaTenbcTBOM PO u |

MeKIYHapoAHBIMH noroeopamH PO Ha

oneparopa  (YHKUMH, T[OJHOMOYHH W
o0f3aHHOCTEN B OTHOLIEHMH JIUL, BXOAALLNX
B OpraHbsl  YIOpaBleHUd, W JIHL,
yCTaHaBIHBAMOLIHX (oCyLIECTBIAIOLINX)
KOHTPOJIb B OTHOUIEHHH
[TpencraBuTenbCTBa;

B3aHMOJEHCTBHA B paMKax  IpYMNmbI |

KOMIIaHWH B  OTHOIUEHHUH paﬁOTHHKOB

rpyMNMbl KOMMaHHI;

3aKNIOYeHHUs, W3MeHeHHs (B TOM 4Hcne
TIPOJUIEHHA) ¥ MCTIONHEHHS JOTOBOPOB €
KIMEHTaMH H KOHTpareHTamu -
IOpPUAHYECKHMH JIULIAMH;

BEICHHA IE€pPEroBOpOB,
UCIIOJIHEHHS IOTOBOPOB ¢ KOHTpareHTaMu —
bH3NYECKUMH JIHLIAMH;

KOMMYHHKallUH H B3aUMOJEHCTBUA C
Cyﬁ'BeKTOM NEPCOHAJIBHBIX JAaHHBIX,
ABJIAWILNHUMCA MEAHLIHHCKHM CIICHHAJINCTOM;

OpraHu3alMy WHIH TPOBEEHHMA HaY4HBIX
MEpOTIPUATHH,
meponpustiii UMTTICEH, cemunapos, nekuu,

3aK/IKO4YeHHUA H |

HHOOPMALIHOHHBIX |

to perform the functions and assume powers
and obligations imposed on the employer
with respect to the employees’ relatives by
Russian legislation and international treaties
to which Russia is a party;

to provide benefits and allowances, including
insurance to the employees’ relatives;

to issue migration and travel documents to
travel abroad or enter into the Russian
Federation, assist the employees’ relatives
with fulfilling other requirements of
migration legislation;

to contact the employees’ relatives in case of
emergencies;

to organize corporate events for the
employees’ relatives, including giving gifts
to children;

to perform the functions and assume powers
and obligations imposed on the operator by
Russian legislation and international treaties
to which Russia is a party with respect to the
persons who are members of the
Representative office’s governing bodies and
persons (entities) establishing (exercising)
control over the Representative office ;

to interact within the group of companies
with respect to the employees of the group of
companies;

to conclude, amend (as well as extend) and
perform  contracts with clients and
contracting parties that are legal entities;

to negotiate, conclude and perform contracts
with contracting parties that are individuals;

to communicate and interact with the
personal data subject who is a medical expert;

to organize and/or hold scientific events,
IPSEN information events, seminars,



4.1

myOnHKalMK cTaTeil W MarepuaioB AJs |

CNEUHATUCTOB 34PaBOOXPaHCHHA,

B3aMMOJIEHCTBUSA c cyOBeKTOM
NEPCOHANBHBIX  JaHHBIX II0  BOMpOCaM
KIMHMYECKUX HMCCIENOBAHUN B OTHOLIEHHH
CTIELMATTUCTOB 31PABOOXPAHEHUS

00paboTKH 3ampocOB Ha MNpeaocTaBlieHHe
MeJULUHCKOH WH(OpMaLUMKM B OTHOLICHHH
CHELHANHCTOB 3APaBOOXPaHEHHH,

obpaboTkn ofpaweHuii notpebureneit u
penoprepos;

MOHHUTOpPHHIa |

HCMONHEHUs  TpeboBaHuit

3¢ deKkTUBHOCTH H 6e30MacHOCTH |
NEeKapCTBEHHBIX CPEICTB, B YacTHOCTH |
dapmakoHagzopa (B TOM HHCIE TIO

o6paboTke obpaiieHuii ¢ uHbopMaumei no

0e30MmacHOCTH  NPOJYKTOB,
JelCTBUAX W HEXKENATeNbHBIX peakUHsax) B
OTHOLIEHWH NOTpeduTeNel 1 pernopTepoB;

NOGOUHBIX |

OCYLIECTBIEHHS H BBIMIOJHEHHUA GVHKUMH, |

MOJTHOMOYHH " obs3aHHOCTEiH,
BO3JIOMEHHBIX Ha oneparopa |
3aKOHOAATEILCTBOM Poccuiickoit
denepauuu H MEXAYHAPOIHBIMU

noroopaMu Poccuiickoit  denepanuu B
paMKax MepOTpPUATHIt KOHTPOJIS;

IlpaBoBble ocHOBaHHA 00paboTKH
MepcoHaNbHbIX AAHHbIX

[TpaBOBBIMH OCHOBaHUAMH AN 06paboOTKH |

[T[IH ABNAKOTCA, B TOM YHCIIE:

paxcnanckuii Poccuiickoii

denepaluy;

KOJOEKC

Tpynosoii kopekc Poccuiickoii Geneparnimy;

Hanoroserii
Denepanuy;

KOJEKC

®enepaneHelid 3ak0H ot 15.12.2001 Ne 167-
®3  «O6 obOs3aTensHOM
ctpaxoeaHud B Poccuiickoit ®epepatiumy;

Poccuiickoii |

MEHCHOHHOM |

®enepanbHbiii 3akoH ot 24.07,1998 Ne 125-

®3 «06 o00s3aTenbHOM  COLMATBLHOM
CTPaxOBaHHM OT HECYACTHBIX CJIyYaeB Ha
NPOU3BOICTBE H npodeccHOHANBHBIX
saboneBaHuii»;

lectures, publication of articles and materials
for healthcare professionals;

to interact with the subject of personal data on
issues of clinical trials with respect to
healthcare professionals;

to process requests for the provision of
medical information with respect to
healthcare professionals;

to handle consumer or reporter applications;

to comply with the requirements for
monitoring  efficiency and safety of
medicines, specifically Pharmacovigilance
requirements (including when complaints are
handled regarding the safety of products,
side-effects and adverse drug reaction) with
respect to consumers and reporters;

implementation and performance of the
functions, powers and duties assigned to the
operator by the legislation of the Russian
Federation and international treaties of the
Russian Federation as part of control
measures;

Legal grounds for processing personal
data

The following, among others, constitute the
legal grounds for processing the PD:

the Russian Civil Code;

the Russian Labour Code;

the Russian Tax Code;

Federal Law No. 135-FZ “On compulsory
pension insurance in the Russian Federation”
dated 15 December 2001;

Federal law No. 125-FZ “On compulsory
social insurance against workplace accidents
and occupational diseases” dated 24 July
1998;



®enepanbhblii 3aK0H oT 29.12.2006 Ne 255-
®3 «00 oba3arensHOM
CTpaXxOBaHHH Ha  Ciy4ail
HETPYHOCTOCOGHOCTH M B
MaTepHHCTBOM »;

®enepansHblii 3aKoH oT 25.07.2002 Ne 115-

COLIMANTBHOM |
BPEMEHHOH |
CBA3H C |

®3 «O npaBoBOM MONOXKEHHH HHOCTPAHHDLIX |

rpaxaaH B Pocculickoit @enepanvu»;

OenepanbHblii 3akoH ot 18.07.2006 Ne 109-

O3 «O MUrpaLlHOHHOM Y4YeTe MHOCTPaHHBIX
rpaxkaad W nuy  Oe3 rpaxkiaHCTBa B
Poccuiickoii @enepaunny;

@epepaneHblii 3akoH oT 06.04.2011 Ne 63- ,

@3 «O6 3neKTPOHHON MOANHCHY;

Oenepanshblit 3akoH ot 01.04.1996 Ne 27- ;

o3 «06 HWHAMBHYaJIBHOM

(nepcoHUpULUMPOBAHHOM) Y4eTe B CUCTEME |

06s3aTENBEHOr0 MEeHCHOHHOTO CTpaxoBaHUA»,

denepanbHelii 3akoH oT 28.03.1998 Ne 53-

®3 «O BOMHCKOI 006S3aHHOCTH U BOEHHOI |

cinyx6e»;

«OCHOBBI

3aKOoHOOATeNbCTBA Poccuiickoi |

®enepauun o Hotapuate» oT 11.02.1993 Ne 1

4462-1;

3akoH P® ot 19.04.1991 Ne 1032-1 «O |
3aHATOCTH  HaceneHus B Poccuiickoi
Denepaluuny;

DenepanbHelii 3akoH oT 28.12.2013 Ne 426- |

®3 «0O crneuuanbHOH OLIGHKE YCIOBHIA
Tpyaa»;

denepaneHelii 3akoH oT 12.04.2010 Ne 61-
@3 «06 obpaueHuu
CpencTBY;

JIEKapPCTBEHHbBIX |

3akon P® or 07.02.1992 Ne 2300-1 «O

3alllMTe paB NoTpeduTeNne»;

®enepanbHblii 3akoH oT 24.11.1995 Ne 181- |

D3 «O couManpHON 3allUTe HHBAIWIOB B
Poccutiickoit denepauuny;

®epepanbHelii 3akoH ot 07.08.2001 Ne 115-

®3 «0O npoTUBOJAEHCTBHM Jleranus3alyy |

(OTMBIBaHHIO)  JOXONOB,
NPECTYNHBIM MyTeM, W (HHAHCHPOBAHHIO
TEPPOPH3MaY;

TMOJIyYEHHBIX |

Federal Law “On compulsory social
insurance against temporary incapacity for
work and in connection with maternity leave”
dated 29 December 2006;

Federal Law No. 115-FZ “On the legal status
of foreign nationals in the Russian
Federation” dated 25 July 2002;

Federal Law No. 109-FZ “On registering
foreign nationals and stateless persons with
migration authorities in the Russian
Federation” dated 18 July 2006;

Federal Law No. 174-FZ “On electronic
signature” dated 6 April 2011,

Federal Law No. 27-FZ “On individual
(personified)  record-keeping in  the
compulsory pension insurance system” dated
1 April 1996;

Federal Law No. 53-FZ “On military duty
and military service™ dated 28 March 1998;

No. 4462-1 “The Fundamental Principles of
the Legislation of the Russian Federation on
Notaries” dated 11 February 1993,

Russian Law No. 1032-1 “On employment in
the Russian Federation” dated 19 April 1991;

Federal Law No. 426-FZ “On special
assessment of working conditions™ dated 28
December 2013;

Federal Law No. 61-FZ “On the circulation
of medicines” dated 12 April 2010;

Russian Law No. 2300-1 “On the protection
of consumer rights” dated 7 February 1992,

Russian Federal Law No. 181-FZ "On social
protection of disabled persons in the Russian
Federation" of 24 November 1995;

Federal Law No. 115-FZ of 7 August 2001
“On combating legalisation (laundering) of
illegally gained income and financing of
terrorism’;



5.1

@enepanbHblii 3aKoH oT 26.12.2008 Ne 294-
@3 "O 3awuTe NpaR WPUAUUYECKHX JIHLL U

WUHAMBHAYIbHBIX NpEANpHHUMATENei npu

OCYILLECTBIEHUH rocyapcTBeHHOro
KOHTpona (Hagzopa) M MYHHLMNATLHOTO
KoHTponsa";

®enepaneHblii 3akoH oT 31.07.2020 Ne 248-
®3 "O rocyaapcTBeHHOM

KOHTpoO/e |

(Ham3ope) M MYHHUHMIAIBHOM KOHTpONE B

Poccuiickoit ®enepaunn";

[Ipukas PocaapasHanszopa ot 15.02.2017 Ne

1071 "O6  yTBepXIeHHH [Mopsanka |
ocylllecTBNeHHs (papMakoHanzopa";
[Tonoxenue 0 MockoBckoM |
IpencrasutencctBe  komnanun  «Mncen
®apmay (Opanuus);

Horosopel, 3aK/II04aeMble MEeXKaY

[TpencTaBUTENBECTBOM M €€ KOHTpAreHTaMH;

JloroBopsl, 3akniouaeMblie ¢ cyObekTamu |

[1H;

Cornacus cybowektoB [1[lH Ha o6pabotky
Mx pabOTHUKOB, KaHIUJATOB, |
POACTBEHHUKOB pabOTHHKOB, pPabOTHHKOB |
IpyINIibl KOMIaHHUii, npeacTaBuTeneii
KJIMEHTOB M KOHTPAre€HTOB — HPUAMYECKHUX
JHL,  CMELHATHCTOB  3APAaBOOXPAHEHHH, |

notpebuTeNiel M penopTepoB, MNaLUEHTBHI
(notpebuTenu), moceTuTeneil MEPONIPUATHH,
NpeAcTaBUTENH rocyAapcTBEHHbIX u
MYHHLMMANBHBIX
opraHoslIpeacTaBUTENBCTRO.

O6pabaTeiBaeMble MePCOHABHBIE
JAaHHBIE

B TIlpencraBurenscree obpaborka I1/]H
OCYLIECTBIAETCS B OTHOLIEHHH CIEAYHLIHX
kareropuii cyonekros [1/11:

paboTHHKOB;

KaHOUIAaTOB;

POACTBECHHHUKOB pa6OTHHKOB;

Sl

Federal Law No. 294-FZ of December 26,
2008 "On the Protection of the Rights of
Legal Entities and Individual Entrepreneurs
in the Exercise of State Control (Supervision)
and Municipal Control";

Federal Law No. 248-FZ of July 31, 2020

"On State Control (Supervision) and
Municipal Control in the Russian
Federation";

Order of Roszdravnadzor No. 1071 dated

February 15, 2017 "On approval of the
Procedure for the implementation of
pharmacovigilance";

Regulation on the Moscow Representative
office of Ipsen Pharma (France);

Contracts concluded  between  the
Representative office and its contracting
parties;

Contracts concluded with personal data
subjects;

Consents of personal data subjects for
processing of personal data of employees,
candidates, relatives of  employees,
employees of the group of companies,
representatives of clients and contracting
parties that are legal entities, healthcare
professionals, patients (consumers), patients
(consumers),visitors of events.

5; Personal data being processed

The Representative office processes the PD
with respect to the following personal data
subjects:

employees;

candidates;

relatives of employees;



5.2

6.1.

6.2

6.3.

JHL, BXOIALIMX B OpraHbl YNPaBleHHs, W |
JIdL, YCTaHaBHBAOIUX |
(OCYLUECTBNAIOLIMX ) KOHTPOJIb B OTHOLIEHHH |
[pencraBuTenncTBa;

pabOTHHKOB [Pyl KOMIAHHH;

Hpe}lCTaBHTEHEﬁ KJIHEHTOB U KOHTPAre¢HTOB |
— HPUIHYCCKHX JTHLL;

KOHTPAreHTOB — (PUIHYECKHX NTHLL;
CIELHAJIHCTOB 3paBOOXPaHEHHUA;
notpebuTeneii U penopTepos;
MOCeTHTENIeH MEPONPHATHI;

NpeaACTaBUTEIN rocy1apCTBEHHBIX H
MYHHUIMNAJIbHBIX OPraHoB;

Conepxanme u obvem Il  Kaxnoii |
kateropuu cyonextoB I1Jln onpenensercs |
HEOOXOAUMOCTBI) JOCTHKEHHA KOHKPETHBIX |
ueneii ux 06pabOTKH, HEOOGXOAMMOCTBHIO |
[IpeCTaBUTENBCTBA PEATH30BATH CBOH NPABa |
U 00A3aHHOCTH, @ Takke TNpaBa U
00A3aHHOCTH COOTBETCTBYIOILEro CyOBeKTa |
ITIH.

6. ITopagok u ycaoBHA 00paboTKH
MepcoHANbHBIX AAHHbIX

O6pabotka [IpencraBurensctBoM  [1[In
ocylecTBisercs mmyTeM cOopa, 3anucH, |
CHCTEMATH3ALMHN, HAKOIUIEHHA, XPaHEHMS,
yTouHeHHsi  (OOHOBJIGHHMs,  H3MEHEHHMH),
W3BJICYEHHs, MWCIONB30BAHUSA, Mepesayu |
(pacripocTpaHeHus, NpeIOCTABIICHHS, |
aocryna), GnokupoBaHu, ylaneHus, |

yHuuToxkeHus [11H.

Obpaborka [IJIH ocyluecTBASETCA IYTEM |
CMelllaHHOH (Kak aBTOMaTH3MPOBAHHOM, Tak
¥ HeaBTOMaTH3MpOBaHHOH) o00paboTku, B |
TOM YMCle ¢ UCMONb30BaHHEM BHYTpEHHEH
KOpropaTHBHOH ceTH U ceTd MuTepHer.

HctounukoMm uHbopmauun odo Beex ITJH |
ABNAETCA HemocpencTBeHHO cybnekt I1JIH.

Ecnu UHOE HE YCTaHOBJICHO
3aKOHOJIATENBCTBOM Poccuiickoii
@enepaumny, IlpencraBUTENbCTBO — BIpase

nonyyath I1J{n cybbexta [1[IH oT TpeTbux

52,

6.1.

6.2.

6.3.

persons that are members of management
bodies and persons establishing (exercising)
control over the Representative office;

employees of the group of companies;

representatives of clients and contracting
parties that are legal entities;

contracting parties that are individuals;
healthcare professionals;

consumers and reporters;

visitors of events;

representatives of state and municipal bodies;

The content and volume of the PD of each of
the categories of personal data subjects are
determined by the need for achieving specific
purposes of processing such PD, for the
Representative office to implement its rights
and obligations, and the rights and
obligations of the corresponding personal
data subject.

6. The procedure and conditions for
processing personal data

The Representative office processes the PD
by collecting, recording, systematising,
accumulating, storing, updating (renewing or
modifying), retrieving, using, transferring
(distributing, providing or accessing to),
blocking, deleting or destroying the PD.

PD is processed in a mixed manner (both
automatically and not automatically),
including with the use of an intranet and of
the Internet.

The source of all PD is a personal data
subject. Unless otherwise stipulated by
Russian legislation, the Representative office
has the right to obtain the PD of a personal
data subject from third parties; however, the



6.4.

6.5.

6.6.

JIuL,
YBEOOMIJIEH 00 3ToM.

l-IpC,IlCTaBHTCJ'lBCTBO MOXKET OCYUIECTBIATL

HO cybwekT [IJIH JomKeH ObITH |

nepenauy I11H cybwexToB ITJIH TpPETHEHM |

JHLaM, BKJIFoUas TpaHCTPaHUYHY 0 Nepefayy
[1IH Ha  TEeppuUTOpPMH  WHOCTPAHHBIX
rocyJapcTB, B TOM
o6ecredynBaroILHX aleKBaTHYIO 3aIIUTY [1paB

YHCIIE, HE |

cybobextoB [1/1H, npu ycnoBun cobntofeHus |

TpeGoBaHuH, NpeLyCMOTPEHHBIX |
33aK0HOaTeNbCTBOM Poccuiickoii
Depepauun.

[MpencraBUTENLCTBO  BIpaBe  NOPYHHTh

obpabortky [1/ln apyromy nuuy c cornacus

cooTBeTcTBYOILEro cydbekta I1JIH, ecnm |
HHOE He TMpeaycMOTpeHo (eaepanbHbIM |

3aKOHOM, Ha OCHOBAaHHH 3aKIHOYacMoro ¢

9THM JIMLIOM JioroBopa (TMOpyYeHHs Ha |
obpabotky I1/1H). JIuuo, ocylecTisarolLEe |

o6pabotky IIIH mo nopyueHHI0, 00f3aHO
co0JII0IaTh PUHLIUITBL M nipaBuiia 06paboTkH

14, NpenyCMOTPEHHBIE |
3aKOHOIATENECTBOM Poccuiickoit |
denepauny, koHduaeHuuanibHocts [1/IH, |
NpPUHUMATh HeoOX0oIHMBbIe Mepbl,
HanpaBJCHHbIE Ha obecnieueHue
BBITONHEHHA 00s3aHHOCTEH,
NpeayCMOTPEHHBIX 3aKOHOJATENBECTBOM
Poccuiickoit @epepaniu.

B mopyuyeHun Ha oOpaborky I1/ln

[MpencraBuTENnbCTBOM YKa3blBaOTCA
nepevens [1/1H, uenu o6paboTku U nepeyeHb

neiicteuit  (oneparmit) ¢ I1JH, koTopbie |

MOTYT OBITH COBEpLLEHBI
OCYLIEeCTBIAOMMM  06paboTky
MOPYUEHHIO, YCTaHaBJIMBAKOTCA
0053aHHOCTH o
koHbumeHunansHoctH [1/IH, TpebGoBanui,
NpeayCMOTPEHHBIX YacTelo 5 cTathu 18 M
crateeii 18.1 @enepanpHOro 3akoHa OT
27.07.2006 Ne 152-®03 «O nepcoHanbHBIX

MULIOM,

IMn no |
ero |
COONMIOACHHIO |

JaHHBIX» (,uaﬂee —«3aKoH 0 nepcoHaJdbHBIX |

JaHHBIX»), PEJOCTABICHHUIO NOKYMEHTOB H
uHOl  MHbopMauuy, NOATBEPXKAAIOLUICH
NpUHATHE Mep MW coOMoJeHHe B LIENAX
HCTOJTHEHHA MOpYYeHHs orneparopa
TpeboRaHui, YCTaHOBJIEHHBIX B
COOTBETCTBMH CO cTaThkeit 6 3akoHa o
NEePCOHANBHBIX  JAHHBIX N0 3ampocy
[IpencraBuTeNbCTBA B TEYEHHE  CpOKa
JelcTBUA TOpYYeHHs, B TOM HMCIE 10
obpaborkn  I1[Jn, 1o  ofecneueHuro
6esonacHoctu [1/IH npu ux obpaboTke, a

6.4.

| 6.5.

6.6.

personal data subject must be notified to that
effect.

The Representative office has the right to
transfer PD of personal data subjects to third
parties, including transfer of such PD across
the border to foreign states, including to those
that do not ensure adequate protection of
rights of personal data subjects, provided that
the conditions stipulated by Russian
legislation have been met.

Unless otherwise stipulated by the federal
law, the Representative office has the right to
delegate processing of the PD to another
person subject to the consent of the relevant
personal data subject, under the contract
(instruction to process the PD) concluded
with such person. The person that processes
the PD further to an instruction must comply
with the principles and rules for processing
PD as provided for by Russian legislation,
keep the PD confidentiality and take required
measures to ensure that the obligations
stipulated by Russian legislation are met.

In the instruction to process the PD, the
Representative office will indicate the list of
PD, the purposes of the processing and the list
of actions with the PD the person who
processes the PD further to an instruction is
entitled to perform. It will also establish the
obligations of such person to keep the PD
confidentiality, comply with the requirements
stipulated by Article 18(5) and Article 18.1 of
Federal Law No. 152-FZ of 27 July 2006 “On
Personal Data” (hereinafter, the “Personal
Data Law”), provide documents and other
information that confirm taking measures and
complying with the requirements stipulated
by Article 6 of the Personal Data Law upon
the Representative office’s request and
during the term of the instruction (including
the period before the PD processing) for the
purposes of executing the operator’s
instruction and ensure the safety of the PD
during their processing, as well as the
requirements for the protection of processed
PD under Russian legislation, including the
requirement to notify the Representative



6.7.

6.8.

6.9.

6.10.

6.11.

2.l

TaKxe TpeﬁOBaHI’IH K

3ALINTE |

obpadareiBaembix [1J]JH B COOTBETCTBHH C |

38KOHOJATENIECTBOM
®enepauny, B TOM uHcie TpebopaHue 00
YBEIOMIIEHUH [IpencraBuTENnbCTBA 0
cllyyasx,

MpPelyCMOTPEHHBIX 4acTero 3.1 |

Poccuiickoii |

ctaThi 21 3akoHa 0 NEPCOHANBHBIX AAHHBIX. |

ITpu o6paborke [1/1n B [IpencraBurenscTee
cobnroaroTes YCnoBuA, 0O0ECMeuHBarOLLHE
COXPaHHOCTb H KoH$uaeHImanbHocTh [T11H.

[TpencraBuTenscTBO
HeoOXoaUMBIe TEeXHUYECKHE H
OpraHM3alHOHHBIE MEPB! B COOTBETCTBHHU C
3aKOHOJAATENbCTBOM Poccuiickoi
®epepauuu B obmactn [1JH ¢ uensto
obecrneyeHus ux 3aLUTHI ot
HECAHKLIMOHHPOBAHHOTO JOCTYyTIa,
H3MEHEHHS, PACKPBITUA HIH YHHYTOKEHHS.

PaGotHuku [lpencraBHTeNbCTBAM, a TakKKe

MPUHUMAIOT obs3aTeNnbCTBA o
obecrneueHHIO

oGpabareiBaemsix [T/1H.

Xpanenue [1]IH ocymectsnserca B (opme,
no3posAtoUIei
cybrekrta [1/IH, HO He OonbIlE, YEM 3TOTO
TpebyloT uend ux o6padoTkH, ecnd WHOH

MIEHTHOHUIMPOBATE |

6.7.

NPeANPHHUMAET |

6.8.

1 6.9.
HHble JTHLA, nomyuuBlide poctyn k IT/IH, |

KOH(UIEHLMANBHOCTH |

6.10.

CpOK HE YCTAHOBJICH 3aKOHOOATENbCTBOM

Poccuitickoit @enepalMy WIH J0TOBOPOM,
CTOpPOHOM KOTOpPOTO,
BBITOIONIPHOOpETATENEM HIH TOpPYYHTEIEM
no koropomy siBasercs cyobext [11H.

Yuuutoxkenue [1JIH nmpoussoautcs nocie
JOCTHKEeHHs Lieneld ux o6paboTku, B clyyae
yTpaTel HeOOXOAMMOCTH B JOCTHXXKEHHH
ueneit 06paboTK WM N0 OKOHYAHMH CPOKa
XpaHeHHus IT1H,

YCTaHOBJIEHHOIO |

(emepanbHBIM 3aKOHOM HIHM JOTOBOPOM, |

CTOPOHOMR

KOTOpPOro, |

BBITOJOTNIpHOOpETATENEM HIM MOPYYHMTEEM |

1o KoTopoMmy sisiasiercst cyobext [1H.

v AKTya/H3aUH#A, HCTIPABJIEHHE H
YHHUYTOKeHHe NepcoHaJbHbIX 1aHHbIX

[IpencraBUTENECTBO

pazyMHBIC  Mephl  JUIA
TOYHOCTH U aKTyalbHOCTH 0OpabaThiBacMBbIX
IT[IH, a Takke UX yAaNeHHs B Clydyasnx, EClH
OHH NpH3HAKTCA

noamepKaHusa |

YCTapeBLIHMH, |

NpeanpHHUMacT |

6.1

1.

7.1,

office of the events stipulated by Article
21(3.1) of the Personal Data Law.

When it processes PD, the Representative
office must comply with the conditions
securing safety and confidentiality of the PD.

The Representative office will undertake all
necessary technical and organisational
measures under Russian legislation in the
area of PD in order to secure safety against
unauthorised access, modification, disclosure
or destruction.

The Representative office’s employees and
other persons who were granted access to the
PD will assume obligations to ensure
confidentiality of the PD being processed.

The PD should be stored in a form which
allows the personal data subject to be
identified, but not for a longer period than
required for the purposes of processing the
PD, unless another period is set by Russian
legislation or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

The PD will be destroyed once the processing
purposes have been achieved if such purposes
are no longer needed to be achieved or after
the PD storage period expired as set by the
federal law or a contract to or under which the
personal data subject is a party, beneficiary or
a guarantor.

Updating, correcting and destroying
personal data

The Representative office will undertake
reasonable measures to maintain the PD
accurate and updated and to delete it if the PD
is recognised to be obsolete, inaccurate or
redundant, or if the purposes of processing
the PD have been achieved.



T2

3.

HEJOCTOBEPHBIMH HIIH M3JMIIHUMHM, JHbo |

©CJTH IOCTHTHYThI 1ieNH ux o6paboTku.

B ciyuyae oOHapyxeHus (akTa HETOUHOCTH |

[T[IH maM HempaBOMEPHOCTH UX 00paboTKHy,

[MpencTaBuTenseTBO  00S3aHO  MPOBECTH |
aKTyalH3aLMI0  MAM  TPEeKpaTHTh  HMX |
00paboTky.

O6paboTka [10H npekpalaeTcs
[pencTaBUTENBCTBOM B CHEYOLIEM |
nopsiake W Cpokd (ecnM  MHOE  HE |
NpenyCMOTPEHO 3aKOHOJATENBCTBOM

Poccuiickoii @enepaunn):

MIPY BBIABIEHHU HENPABOMEPHBIX AEHCTBUH C
IIln B cpox,

[TpencTaBUTENBLCTBO
JOMylleHHBle  HapylueHus. B

He MNpPEeBBILIAIIIMH Tpex |
pabounx OHeil ¢ JaThl TAKOro BBIABNEHHS, |

YCTpaHseT |

ciayuae |

HEBO3MOXKHOCTH YCTPAHEHHA MAOMYIIEHHBIX |
HapylueHuit [IpeacTaBUTENBECTBO B CPOK, HE |
NpeBbILIAIOLIMI AecATH pabouux AHel ¢ |

Jarbl BBISABIICHHA

HEMPaBOMEPHOCTH |

neiicteuii ¢ I1IH, yHuuroxkaer [1[n. O6 |

YCTPaHeHHH JOTYLIEHHBIX HapyIIeHHH HITH
06 yHuuroxkeHuu [1[1n ITpencraBuTenscTBoO
yeegomnsier cybwekta [IJIlH wunm  ero

3aKOHHOro npeacTaBuTeNsd, a B cly4vae, eCliid |

obpanieHue Wy 3anpoc GBUTH HANpaB/IeHs! B

ynOﬂHOMO‘ieHHBIﬁ OpraH no 3aluTe IpaB

cybowekToB [1[0H, Takxke 3TOT opras;

npy OOCTIKEHMH wuenu obpabotku [1/1n

IpeacTaBuTe/BCTRO NpekpaiaeT o6paboTky |
ITI1 1 ynuuTo)aeT cootercTByrowue [TH |

B CPOK, HE MpeBBILIAOIMNN TPUALATH AHEH C
naTel qocTikeHus uenau obpaborku [1/H;

npu or3eiBe cyOwektom ITJIH cornacus Ha |

obpabotky coux [1JIn IlpeacraBurenscTso

npekpaiaer o6padotky [1[IH U yHHUTOKAET |
(3a uckmouenueM I1/JH, KOTOPBIE XPAHATCA B |

COOTBETCTBUHU c
3akoHojarensctBoM) [IJIH B

OEeHCTBYIOIHM |
CpOK, He |

MPEBBIIANIIMA TPUALATH JHell ¢ JaTsl |

MOCTYIUICHHUA YKa3aHHOI'O OT3bIBA,

npu oOpateHnu cyosekTa [1]1H k KoMnanuu
¢ TpeboBaHHeM O MpekpaileHuu 00paboTku
[MOn, IlpeactaBUTENsCTBO — MNpEeKpallaeT

obpabortky ITJIH W ynuutoxaer I1JIH (3a |
uckmoueHueM I1J[H, obpaGoTka KOTOpBIX |

MOKET OCYLIeCTBNAThCA  Oe3
cyopekta [IJlH, a HMEHHO B Cclydasx,
npeaycMOTPEHHBIX MyHKTamu 2 - 11 vacty 1

corjaacus |

72

Tads

If it is discovered that the PD is inaccurate or
its processing was illegal, the Representative
office will have to update the PD or cease
processing such PD.

The Representative office will cease to
process the PD by the following procedure
and within the following timeframes (unless
Russian legislation provides otherwise):

if any unlawful actions with the PD are
revealed, the Representative office will
rectify the violations within the period not
longer than 3 business days after such actions
have been revealed. If the Representative
office does not rectify the violations
committed within the period not longer than
10 business days after the day when the
illegal actions with the PD were revealed, it
will destroy the PD. The Representative
office will notify the personal data subject or
his/her legal representative of the destruction
of the PD, and, if an application or request
was forwarded to a competent authority
responsible for the protection of rights of
personal data subjects, notify the competent
authority as well;

once it achieves the purposes of processing
the PD, the Representative office will cease
processing and will destroy the relevant PD
within the period not longer than 30 days
once the purposes of processing the PD were
achieved;

if a personal data subject revokes his/her
consent to have his/her PD processed, the
Representative office will cease processing
the PD and destroy it (except for the PD that
must be stored under effective legislation)
within the period not longer than 30 days
once the relevant revocation has been
received.

if a personal data subject demands that the
Representative office cease PD processing,
the Representative office will cease
processing and destroy the relevant PD
(except for the PD that does not require the
PD subject’s consent for processing, namely
in the events provided for by paragraphs 2-11
of Article 6(1), by Article 10(2) and Article

10



7.4.

75,

8.1.

cTaThM 6, 4acThio 2 cTaThH 10 M yacThio 2 |

craThM 11 3aKoHa O MepCOHANBHBIX JAHHbIX)
B CPOK, He MpeBbIIalouui necati pabounx
JIHeH ¢ aTsl MONyYEHHs COOTBETCTBYHOILETO

TpeboBaHus. YKa3zaHHBIH CPOK MOXET ObITh |

NpoaJieH, HO HE fosiee UeM Ha MATh paﬁoqux
JHEeH B cly4dae HarpaBlICHHA

[IpencraeuTenscTBOM B anpec cyOnekTa |

[TIIH MOTHBHPOBAHHOTO YBEOOMIIEHHS ¢
yKazaHHeM TNpHYMH TIPOAJIEHMS  CpOKa
npekpatieHus 06paGoTKH M YHHUTOXEHHUS
[1/TH.

BO3MOYKHOCTH

B  cnydae otcyTcTBHA

GrokHupoBaHHE TaKMX IMOx

7.4.
yHHuTOXeHUA [IJ[H B TeueHHe yKa3zaHHBIX |
cpokoB [lpencTaBUTENLCTBO OCYLUECTBISET |

|

HIIH |

obecnieyrBaeT MX OJIOKMpOBaHME M 3areM |
obecneunBaeT yHuuTOoXKeHue I1JIH B Cpok He
Oonee yeM LIECTH MECALEB, €CIIH HHOH CpPoK |

He YCTaHOBJICH 3aKOHO/ATENIbCTBOM
Poccutickoii ®enepanu.

YHuutoskenue [1/]H NOMKHO NPON3BOIHTHCA
crnocoboM,
ob6pabotky Takux [1/IH.

8. IIpaBa 1 06513aHHOCTH CY0bEKTOB
nepcoHaJAbHbIX TAHHBIX

Cy6wext I1[JH MMeeT npaBo Ha MONyHeHHE
uHpopMaLuH, Kacatomeiics  obpaborku

|58,

HCKJTHOYaIIHM naﬂsﬁeﬁmym

IlpencraBurenscteom ero [1[1H, B ToM yncne |

copepxallei:

noaTBepxaeHHe Gakta obpabotku [1H;

NpaBOBbIE OCHOBaHHA H LICJIH 06paGOTKH

MH;

LEJIH U TPHUMEHAEMBIE HpES}Z[CTaBHTeIIbCTBOM

cnocoOsl 06padoTku [1/1H;

HaUMEHOBaHHe U
[TpencraBuTenbeTBa, CBEASHUS O JULAX (32
HCKNHYCHHEM

[TpencraBurenscraa), HUMEIOT

KOTOpbIE

MECTOHAXOKIACHHE |

pabOTHUKOB |

poctyn K ITJIH Wi KOTOPBHIM MOTYT ObITh |

packpeIThl [1JIH Ha OCHOBaHMH J0roBOpa C |

[IpencTaBHTENECTBOM HIAM Ha OCHOBAHMH
(enepanbHOro 3aK0Ha;

nepedeHs obpadareiBaembix [1/JH cyOnexta

[T[IH, MCTOYHUK WX MONYYESHUS, €CNH UHOH |

8.1

11(2) of the Personal Data Law) within the
period not longer than ten business days once
the relevant demand has been received. This
timeframe can be extended but for no longer
than five business days if the Representative
office serves a motivated notice to the
personal data subject, including the reasons
for the extension of the term to cease PD
processing and destroy such PD.

If it proves to be impossible to destroy the PD
within the above timeframes, the
Representative office will block the PD or
arrange for such PD to be blocked, and
subsequently arrange for the PD to be
destroyed within no less than 6 months,
unless Russian legislation provides for a
different term.

The PD must be destroyed in a manner that
rules out the possibility of such PD being
subsequently processed.

Rights and obligations of personal data
subjects

A personal data subject has a right to receive
information concerning the processing of
his’/her PD by the Representative office,
including the information containing:

confirmation of the fact that the PD is
processed;

the legal grounds and purposes for processing
the PD;

the purposes and the methods the
Representative office uses to process the PD;

the name and location of the Representative
office, information about the persons
(excluding the Representative office’s
employees) who have access to the PD or
about the persons to whom the PD may be
disclosed pursuant to a contract with the
Representative office or pursuant to a federal
law;

the list of PD processed relating to the
personal data subject, and the source of the
PD if a federal law does not stipulate a

11



8.2.

8.4.

8.5.

NMOPANOK NPENACTABICHUA TAKHX NAHHBIX HE |

NpeaycMOTpeH deaepanbHbIM 3aKOHOM,;

cpoku obpaborku I1]IH, B TOM 4ucne Cpoku
HX XpaHeHHUs;

MOpAIOK ocyilecTeienus cyosexrom I[1/[H
npas, MIpeyCMOTPEHHBIX
3aKOHOATENLCTBOM B o6mactu IT]H;

nHpopMaunio 06 OCYILIECTBIEHHOH HIH 0

npennonaraeMoil TpaHcrpaHU4YHOH repeaaye

I1]1H;

HauMeHoBaHue (PaMHUIMIO, MMS, OTYECTBO) H |
ajipec JIMLA, OCYLIeCTBALero odpaboTky |

[ nmo nopyuenuto I[lpencraBUTENbCTBA,

ecnu  obpaboTrka mnopyudeHa unu Oyner

MopyyYeHa TakoMy JIHLLY;

HHGOpMalMl0 © crnocof0ax HCMONHEHHS |

[TpencraBUTENBECTBOM
YCTAHOBJICHHBIX CTaTheM
NEPCOHANBHBIX JAHHBIX;

18.1 3akona o

HHBIE CBEIEHH,
3aKOHOAATENLCTBOM B obmactu [T/1H.

Cybwsext [1JJlH Bnpase TpeGoBaTb OT
[IpencraButenscTBa yTouHeHus ero [1/1H, Hx
6I0KHPOBAHHA HIH YHHUYTOXEHHS B Cly4ae,
ecnu  [1[ln sABnstoTcs HETOTHBIMH,
yCTapeBUIMMH,  HETOYHBIMH,
MONy4eHHBIMU WK He
HeOoOXOOUMBIMM ISt
00paboTkH, a TaKxke
NpelyCMOTPEHHBIE  3aKOHOM
3alllMTEe CBOMX TIPaB.

Mepel 110

Ecnu  cybvexr II[dH
[TpencraBUTENBCTBO
obpabotrky ero Il[ln ¢

TpeGoBaHuii 3aKOHOIATENLCTRA,

CUHTaeT, 4TO
OCYILECTBISET
HapyLIeHHeM

00sA3aHHOCTEH, |

TNIPEAYCMOTPEHHBIE |

HE3aKOHHO |
ABIAKOTCA |
3asBJICHHOW  LIEJH |
NPUHUAMATD |

' 8.3.

cyOBeKT |

I1J]IH Bnpase o0xanoBaTh OCHCTBMA WIH

Oe3neiicTBue
YMOJHOMOYEHHbIH OpraH Mo 3alluTe Npas
cy6rexToB [1JJH uin B cyiebHOM nopanke.

[MpencraBuTENnbCTRA B

ITpaeo cyonekra [1[IH Ha goctyn k ero ITJJH |
MOXeT OBbITb OrPaHUYEHO B COOTBETCTBHH C |

(enepanbHBIMH
Denepavuun.

3aKOHaMH

Cy6wexT [1H 06s3aH:

Poccuiickoi |

8.2.

8.4.

8.5.

different procedure for providing such

personal data;

the timeframes for processing the PD,
including the storage time for it;

the procedure for the exercise of rights by the
personal data subject as provided for by PD
legislation;

information about the cross-border transfer of
PD which has been performed or which is
contemplated;

the full name and address of a person
processing the PD at the Representative
office’s instruction if such person is/will be
instructed to perform the processing;

information about the methods that the
Representative office uses to perform the
obligations stipulated by Article 18.1 of the
Personal Data Law;

which PD

other information for the

legislation provides.

A data subject may demand that the
Representative office adjust his or her
personal data, block or destroy it if the
personal data is incomplete, obsolete,
inaccurate, was received unlawfully or is not
necessary for the declared purpose of
processing, and also take any measures
provided for by legislation to protect his or
her rights.

If a personal data subject believes that the
Representative office processes his/her PD in
violation of the legislation, the personal data
subject is entitled to contest the
Representative office’s actions or inaction at
the competent authority responsible for
protecting the rights of personal data subjects
or under a court procedure.

The personal data subject’s right to access
his/her PD can be limited in accordance with
Russian federal laws.

A personal data subject is obliged:

12



9.1

932,

[pe10CTaBIATh [TpencragurenscTBy
nocTtosepHble [1/1H;

CBOEBPEMEHHO coobIaTh |
[IpeacraBuTenscTBY 00 HM3MEHEHHAX W |

nononneHusx ceoux [1JH;
OCYIIECTBIIATE CBOH NPAaBa B COOTBETCTBHH C
3aKOHOM, MHBIMH HOPMAaTHBHBIMH
NpaBOBBIMM ~ aKTaMH M JIOKAIBHBIMH
HOPMATHBHBIMH akTamu [IpecTaBuTe/IbCTBA
B 06nactu o6pabotku u 3aumtel [1/]H;

UCTIONHATh HHBIE 00A3aHHOCTH,
npeayCcMOTPEHHBIE 3aKOHOM, HHBIMH
HODMATHBHBIMH  TIPABOBBIMH  aKTaMM |
JIOKaNbHBIMH ~ HOPMaTUBHBIMH

aKTaMM |

[TpencraBurenscrBa B 06mactu 06paboTku U

zawutel [1]]H.
9. IIpasa u o0s13aHHOCTH
IIpencTaBuTENBCTBA

[Ipu  ocyuwecTBIeHHH
[TpencraBuTENLCTRO BNIPARE:

obpabotrku I1IH

ycTaHaBnuBaThk npasuia oOpabortku I1IH B |

HpﬁlICTaBHTEJ'IbCTBC, BHOCHTb H3MCHCHHA H
OOMOJIHEHHA B JIOKAJBHBIE HOPMATHBHBIC

aKTHI, CaMOCTOSTEBHO B paMKax
TpeboBaHuii 3aKOHOJATENbCTBA |
pa3pabaTblBaTh W TNPUMEHATb  (OPMBI |
JIOKYMEHTOB, HeoOXOIHMBIX s
UcroNHeHus obsa3aHHocTel oneparopa [1][H;

OCYILECTBAATD HHbIE npasa, |
npelyCMOTpEHHBIE 3aKOHOM, MHBIMH |
HOPMATHBHBIMH  TNPaBOBBIMM  aKTaMM U |
NOKanbHBIMH ~ HOPMATHUBHBIMH  aKTaMH

[TpencraButenscTBan B 06nacTH o0paboOTKH |

W 3auTel [T0H.
ITpu ocywectBnenun obpaborkun [1/IH
[TpencraButenscTBo 06A3aHO!

obecneynBaTts 06paboTky

JTn |

UCK/IKOYHTENBHO B LEJIAX, 114 KOTOPBIX OB |

ocyutectBneH cbop 1 H;

nonyyate ot cyOwsekra [1J[H cornacue Ha

obpabotrky ero II[lH, B TOM uHCNEe B
MHCbMEHHOH tbopme, B
YCTAHOBNIEHHBIX  3aKOHOJNATENLCTBOM, U

pasbicHsTh cybwekty [1JJH ropuagHyeckue

clyyasx,

NOCJIEACTBHUA OTKa3a Oare COrjjlaCcMe Ha HX |

o6paboTky;
sawumate [1JIH oT WX HenpaBoMepHOro
UCTIONIB30BAHMA MM YTPaThI;

U3MEHATb, OCHOBNATH M YTOUHATH [1J[H

cybosektor [1]/1H;

9.1.

9.2.

to provide to the Representative office
accurate PD;

to promptly inform the Representative office
of any changes or additions to his/her PD;

to exercise his/her rights in accordance with
the law and other regulations and by-laws of
the Representative office in the area of the
processing and protection of PD;

to perform any other obligations as provided
for by the law and other regulatory
instruments, and under internal regulatory
documents of the Representative office in the
area of the processing and protection of PD.

9. Rights and obligations of the
Representative office

When it processes the PD, the Representative
office has the right to:

within the framework of the statutory
requirements, establish rules for the
processing of PD in the Representative office,
amend and supplement the regulations, draw
up and implement by itself templates of
documents required to perform the
obligations of an PD operator;

exercise any other rights as provided for by
the law and other regulatory instruments, and
under internal regulatory documents of the
Representative office in the area of the
processing and protection of PD,

When it processes the PD, the Representative
office is obliged to:

ensure processing of the PD solely for the
purposes for which the PD was collected;

obtain consent from a personal data subject to
the processing of his/her PD, including in
writing in cases established by legislation and
clarify to the personal data subject the legal
implications of his/her refusal to give consent
to such processing;

protect the PD from unlawful use or loss;
amend, renew and update the PD of personal

data subjects;
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10:1;

10.2.

YBEOOMNATE yl'IOJIHOMO‘-leHHblﬁ OopraH 1o |

samure npaB  cyOwektoB  [1)[H
YCTaHOBNEHUH (aKTa HENpaBOMEPHOH HIH
cnyvaiiHoil nepenauM  (MpemocTaBlEHUs,
pacnpocTpaHeHHs, JIOCTyna)
noenekiueit HapyuieHue npaB CcyOBEKTOB

00 |

[TH,

I1H, B CpOKH, YCTaHOBJICHHbIE
3aKOHOOATEILCTBOM Poccuiickoit |
Depepaunu;

ofecne4nBarh B3aUMOIeiCTBHE c
rocyJJapCTBeHHOH CHCTeMOH OOHapykeHus,
NpenynpexxIeHus H JHKBUIALIMH
MOCNEACTBUIA  KOMIIBIOTEPHBIX  aTak Ha
nHdopMauHoHHBle pecypchl  Poccuiickoif |
Menepauuu, BKIAOYax HWHGOPMHpPOBAHHE |
YIOJIHOMOYEHHOTO  opraHa B obnactu
obecnevenus Ge3onacHOCTH 0
KOMHb]‘OTCpHBIX HHUHUACHTAX, IMOBICKIIHX |
HEMpPaBOMEPHYH nepefauy |
(npenocrasieHue, pacnpocTpaHeHue, |

aoctyn) I1JIH B nopsaxe, ONpeneieHHOM
YIOTHOMOUYEHHBIM OpraHoM B o0JacTH
obecrieyeHHs Oe30MacHOCTH;

HCTIOJIHATh HHbIE
npeaycMOTpeHHbIE

00A3aHHOCTH,

3aKOHOAATE/IbCTBOM |

Poccuiickoii ®enmepaumd H NOKATBHBIMH |

HOpPMATHBHBIMM akTamu [IpencraBute/ibcTBa
B 0bnactu o6paboTku u 3awuTel [1/1H.

- 10,

10. OTtBeThl Ha 3aNpochl CYOHLEKTOB
NepCcoHaNBbHBIX JaHHBIX
[IpencTaBUTENBCTBO NpeaoCTaBNsIeT
cybvekty [1J[H orBer Ha 3ampoc o
nony4eHud  HHboOpMaLHM, Kacawolleics |
obpaborkn ero [1JI[H, Ha ocHoBaHUH
COOTBETCTBYIOLIEro MMUCBMEHHOIO |

sasBrneHus cyonekra [1/[H.

Anpec nnst obpauenuii cyosexro [1/]H B
[pencTaBUTENBCTBO o BOTIpOCaM
obpabotku [1/1x:

109147, ropon Mocksa, TaraHckas ynuua,
nom 17-23

10.1.

10.2.

notify the authorized body responsible for
protecting personal data subjects’ rights of
any established fact when the PD were
unlawfully or unintentionally transferred
(provided, distributed or accessed), with such
transfer leading to the violation of the rights
of personal data subjects, within the
timeframe stipulated by Russian legislation;

ensure interaction with the state system for
detecting, preventing and eliminating
implications of computer attacks on Russian
information resources, including informing
the authorized body responsible for security
about computer incidents as a result of which
the PD were unlawfully transferred
(provided, distributed or accessed), in
accordance with the procedure set by such
authorized body responsible for security;

perform any other obligations as provided for
by Russian legislation and internal regulatory
documents of the Representative office in the
area of the processing and protection of the
PD.

Responses to the requests of personal data
subjects

The Representative office will reply to the
personal data subject to his/her inquiry
regarding the information related to the
processing of his/her PD based on the
relevant written application of the personal
data subject.

Please find below the address for applications
of personal data subjects for the
Representative  office  regarding  the
processing of the PD:

109147, Moscow city, Taganskaya street,
building 17-23
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